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Internal control is a concept so basic to the practice of accounting, both from 
an original accounting standpoint and from the standpoint of the auditor, 
that by the time the accountant has earned certification he has read or heard 
most of what he needs to know about the subject. However, because of this 
very basic nature of internal control, we may too often take what we do and 
know for granted. For this reason it is worthwhile to stop and reconsider the 
basics of internal control—what it is, what we do with respect to it and why 
we do it. 
DEFINITION 
To begin with, let us go to Statement on Auditing Standards No. 1, which, 
incidentally, is today pretty much the bible for auditing standards. SAS 
No. 1, section 320 tells us that "Internal control comprises the plan of 
organization and all of the coordinate measures adopted within a business to 
safeguard its assets, check the accuracy and reliability of its accounting data, 
promote operational efficiency and encourage adherence to prescribed 
managerial policies." 
This is a rather broad definition and includes practically everything that an 
organization does to insure that it functions according to the wishes of its 
owners—i.e., efficiently and, in the case of a commercial, "for-profit" 
business, profitably. 
SAS No. 1 goes on to point out two types of internal controls: 
administrative controls and accounting controls. Administrative controls 
include organization planning, productivity or performance monitoring, sales 
goals and incentives, personnel and pay policies, budgets, forecasts—all the 
management tools used to insure the proper, efficient and profitable 
operations of the business. These controls are important to us because they 
result in management authorization for the transactions of the business. 
The controls with which accountants are most familiar are, of course, the 
accounting controls. SAS No. 1 says that accounting controls are those 
designed to safeguard the assets of the enterprise and to insure the reliability 
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of its accounting records. As such, they are closely related to administrative 
controls, and it is sometimes difficult to identify a given control as an 
administrative or an accounting control. As SAS No. 1 points out, this 
distinction is not critical. 
EFFECTING ACCOUNTING CONTROLS 
Basically, we exert accounting control by establishing accountability or 
responsibility for the assets of a business, delegating this responsibility to one 
or more persons, recording the accountability assigned to each person, and 
periodically measuring this accountability by comparing the assets for which 
the person is accountable with the assets that he actually has under his 
control. In other words, we establish initial accountability, delegate the 
accountability or responsibility, record changes in the accountability and 
then compare recorded accountability with assets actually on hand to satisfy 
the accountability. 
Let us take inventory as an example. The company purchases or manu-
factures goods for sale and records the quantity of goods acquired. 
Responsibility for these goods is delegated to, let us say, an inventory 
manager. Authorized changes in this inventory (additional purchases or sales) 
are recorded to increase or decrease the recorded accountability, and we 
count the inventory on hand periodically and compare the counted inventory 
with the recorded inventory. As long as the two are in reasonable agreement, 
we say that the inventory manager has satisfied his accountability for the 
inventory. If they are not, we determine the reason for failure and take 
corrective action. We may replace the inventory manager or the accountant, 
or change the recordkeeping procedures or the inventory handling pro-
cedures, or do any of a number of other things. 
Now, let us look at the inventory system and point out some of the things 
that are necessary for it to work and for the system of accounting control to 
be effective. 
• Design of Controls. First of all, we must have a plan or scheme for 
controlling the inventory. We have to determine what has to be done, who is 
to do it, when it is going to be done, and when and how we are going to test 
compliance with our plan. The plan should be documented in a procedures 
manual, organization chart or some other form. 
• Personnel. Next, we need to assign competent people to each required task. 
This is so obvious that it almost goes without saying, but it is a point to 
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which auditors sometimes need to pay more attention. Both the line 
inventory manager and the accountant must have the competence required to 
do their jobs effectively or the system will break down. If the inventory 
manager does not understand the inventory control procedures or the 
accountant does not understand the recordkeeping procedures, he cannot 
make sure that these procedures will be carried out. Auditors need to look 
behind the organization chart and consider carefully the competence of the 
people assigned to the various tasks. This assessment is necessarily subjective 
and requires the exercise of professional judgment. It is often quite difficult, 
and is then all the more necessary. 
• Separation of Responsibilities. The third element of accounting control is 
the separation of duties or of the responsibilities for control of the assets 
from the responsibilities for maintaining the accounting records. It is a basic 
concept of accountability that the records of accountability must be kept by 
someone other than the one to be held accountable. You do not hold a man 
accountable by asking him how much he should have of an asset and then 
testing to make sure that he has what he has said he has. You hold him 
accountable by making sure that he has the amount some independent person 
has charged him with having. That is, you must have an independent record 
of his accountability. In order for the inventory manager to misappropriate 
inventory or for any person to misappropriate assets, he must both have 
access to the assets and be able to influence the accounting records of those 
assets. 
It is this separation of duties that most of our objective tests of internal 
control are designed to measure. That is, they are designed to disclose areas in 
which one or more persons may have both access to and/or accountability for 
certain assets, and access to or the ability to influence the record of 
accountability for those assets. 
EVALUATING INTERNAL CONTROL 
• Need for Evaluation. This brings us to the question of why we are interested 
in internal control. From a management standpoint we are interested in 
internal control in the broad sense because it includes the tools we need to 
keep the business running efficiently and profitably. We are interested in 
accounting controls because through them the assets of the business are 
safeguarded and the accuracy of the accounting records on which we base our 
reports to management and outsiders is insured. 
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As auditors, CPAs are required by the second standard of field work to 
evaluate the existing system of internal control to determine the extent to 
which audit tests can be limited. This simply means determining how much 
work must be done in order to be satisfied as to the accuracy of the 
accounting records. Auditors satisfy themselves as to the reasonableness of 
the financial statements through several sources—client representations, 
questioning the client, confirmations and other auditing procedures, and the 
accounting records themselves. Most of this satisfaction is obtained from the 
accounting records and from tests of the records. These tests are directed 
toward detecting: 
1. Inadvertent errors in compiling the accounting records 
2. Intentional misappropriation of the assets of the company and the 
concealment of that misappropriation in the accounting records 
3. Distortions that are misstatements of the accounting records but not 
accompanied by loss of assets 
Where the accounting records are maintained by responsible, competent 
personnel, where the assets are controlled by other competent, conscientious 
personnel, and where there are no other weaknesses in the system and no 
strong incentives for distortion, less testing of the accounting records is called 
for than where either separation of duties or competence of personnel is 
lacking, or there are other weaknesses in the system. In other words, if 
internal controls are strong we can place more reliance on the accounting 
records and less on our tests than if controls are weak or lacking. 
• The Auditor's Approach. As stated above, the evaluation of competence is 
of necessity quite subjective. The separation of duties can be more objectively 
evaluated. Most auditors' internal control questionnaires are primarily 
concerned with the separation of duties. They are usually quite sophisticated 
and tightly integrated with the program for testing transactions. However, no 
questionnaire, no matter how sophisticated, can substitute for the imagi-
nation and professional judgment of the accountant. He must look at each 
situation, imagine what each person in the organization could do in the way 
of misappropriating assets and then determine that controls exist to prevent 
that particular type of misappropriation. On the basis of this review he must 
decide whether the adequacy of the controls is such that he can rely on them 
and then make sufficient tests of the controls to satisfy himself that those 
supposed to be in effect actually are. 
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• Suggesting Improvements. Another important aspect of internal control is 
that it leads to constructive suggestions. The CPA is especially qualified to 
recognize and analyze situations where the client's internal control is weak. 
He thus has the unique opportunity to call the client's attention to such 
weaknesses. In fact, most clients expect him to do so as part of the audit 
function. This, of course, is not the only type of constructive suggestion the 
auditor should be concerned with, but it is a basic element of the job 
expected of him. 
ELECTRONIC DATA PROCESSING 
There are presently two authoritative sources that deal with the subject of 
internal control as it relates to the client's EDP system. One, the AICPA 
Industry Audit Guide "Audits of Service-Center-Produced Records," dis-
cusses several areas that should be considered in auditing clients whose 
records are maintained and processed by a service center. It is also a good 
reference document for anyone who wants to get a better feel for EDP 
controls in general. The other is Statement on Auditing Standards No. 3, 
"The Effects of EDP on the Auditor's Study and Evaluation of Internal 
Control," which was published late in 1974 and is a companion document to 
SAS No. 1. It is anticipated that an Audit Guide covering the subject of 
EDP-produced records will be published in the not-too-distant future. 
• Special Problems. Actually, the objectives of internal control and of the 
auditor's review and evaluation of controls are not changed by the 
introduction of EDP as a processing tool. This is clearly indicated by SAS 
No. 1, the audit guide and SAS No. 3. However, because of the nature and 
economics of EDP, many of the organizational aspects and procedures used 
to effect control differ from those under a manual system. 
For example, the economics of EDP generally make it impossible for those 
involved in the EDP function to be directly involved in the custody of 
business assets such as cash and inventory. The specialized skills required to 
design, program and operate an EDP system are in most cases so expensive 
that the personnel performing these functions are not available for active 
involvement in the other areas of business operation. However, because of the 
concentration of many of the recordkeeping functions in the EDP depart-
ment, the separation of duties in the processing of transactions is reduced. 
One person in an EDP system may perform several of the functions that 
might be performed by many persons in a manual system. The computer 
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operator may directly update inventory, accounts-receivable, accounts-
payable and payroll detail records as well as the general ledger. In addition, 
the programmer and keypunch operator may also have indirect access to 
many or all of these records. If controls are weak, for example, in an 
accounts-payable or payroll function where the EDP department prepares the 
checks and keeps the signature plate required to sign those checks, each of 
these individuals may also have indirect but very real access to the assets of 
the business. The problem in an EDP system is to design controls that will 
safeguard the assets and insure the accuracy of records in spite of the special 
conditions. 
There are many techniques used for this purpose, and they may be 
grouped in a number of ways. SAS No. 3 separates control techniques into 
two broad classifications: general controls and application controls. 
• General Controls. General controls are environmental in nature and span 
most or all of the applications in an accounting system. 
Organization Controls. The first and perhaps the most important of the 
general controls is a plan of organization that attempts to segregate the 
following functions: 
Data input, such as keypunching or other encoding 
Programming and systems development 
Operation of the computer or other EDP equipment 
Storage of master files, such as tape or disk files of the company records 
Proper separation of these functions can make it more difficult for one 
individual to initiate and process an unauthorized transaction. For example, a 
keypunch operator might be able to initiate an additional transaction, such as 
a check authorization, but if application controls (discussed below) are 
properly designed, the operator would need to have access to a program in 
order to suppress the printing of the additional transaction. Similarly, a 
programmer might be able to change the program, but if he cannot initiate 
the transaction it would do him no good. 
These organization controls by themselves do not necessarily prevent 
undesired action. They will, however, make it much more likely that any 
undesired action will be detected through the application controls. 
System-Development Controls. The second type of general controls may be 
called system-development controls. These simply provide a formal program 
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for authorizing, documenting and approving new systems and changes in 
existing systems. When properly functioning, they provide a record of all 
changes made in EDP systems, showing the purpose of each change, when it 
was made, what was done and who approved it. These controls should 
provide that, as part of the approval process, the internal or independent 
auditor review and approve the change before it is made. They should also 
provide that no changes or additions by the EDP operations area be permitted 
unless they have been properly approved. Again, the existence of these 
controls can give the auditor some assurance but not absolute certainty that 
only authorized changes have been made in the operating program. 
Operations Controls. A third type of general controls is that of EDP 
operations controls. These include control over several areas: 
Data and Programs. Control over data and programs refers to the practice of 
restricting the physical access of programmers and operators to the program 
libraries and data files. It involves establishing physical control over these 
libraries and files by an individual who is independent of both functions and 
allowing access to them only for authorized purposes. For example, a 
program would be made available to a programmer only if he has an approved 
authorization to change that program. A master file would be made available 
to an operator only when he is about to process an application that requires 
the use of that master file. Under ordinary circumstances a "live" data file 
would never be made available to a programmer, and control over a program 
would never be made available to an operator. The independent librarian 
function helps to enforce the separation of duties. 
Use of Equipment. Control over the use of equipment has two aspects. One 
involves creating a record of all activity on the computer, which can be 
reviewed later by supervisory personnel. This is most effective if the record is 
automatically created by the computer, such as by a logging routine which 
records each operation of the computer and indicates whether that operation 
is the running of a production program or the updating of program libraries, 
which might involve changing an existing program. The second aspect involves 
insuring that the computer is used only for authorized purposes. Data 
processing personnel have been known to "moonlight" by using their 
employer's computer to process outside data and pocketing the fees. 
Hardware. Hardware controls refer to the built-in features of most modern 
computers that detect malfunction of the computer itself. Such things as 
failure to read or write a tape or disk record properly, or off punching of an 
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output card are detected and often automatically corrected by the computer. 
The auditor is not normally concerned with these controls except for a 
general knowledge of their existence. They are more or less standard features. 
Security. Incidents such as the bombing of facilities have made security 
controls of increasing interest in the last few years. Security controls 
generally do not affect the accuracy of existing records, but they may 
directly affect the very existence of the records themselves. The significance 
to the business of the records in the average EDP installation can best be 
judged in terms of what would happen if those records were suddenly 
destroyed. In many cases the cost of reproduction would be astronomical. In 
addition, the losses sustained because of inactivity of the business during the 
time required to reconstruct the records might be even more staggering. Thus 
it is important that the business not only take steps to prevent such disasters, 
but also provide the capability of reestablishing operations in case they do 
occur. In the area of prevention, the EDP activity should provide for limited 
access to the computer facility and records storage area, fire alarm and 
extinguishing systems, and so forth. Further, the company should provide 
off-site storage in a remote place for copies of all programs used in the 
activity, recent copies of all data files, and documentation detailing how to 
use the programs and data to reestablish operations in case of disaster. In this 
writer's experience, the security area is one in which practically no EDP 
installation really measures up to standards. Most have considered the 
problem and have taken some steps to protect themselves, but practically all 
would have a tremendous problem if they ever had to use their backup 
system. This is one area in which auditors can render a really valuable, 
constructive service by making the client fully aware of the consequences of 
potential disaster. 
• Application Controls. The second broad category of controls identified in 
SAS No. 3 is that of application controls. These are used to insure the 
completeness, accuracy and integrity of the data processed in the EDP 




Working together in a well-designed system, these controls should insure 
that all and only the correct data are processed and are processed correctly, 
thereby producing reliable output. The controls are generally interrelated in 
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that input controls, for example, depend on certain programmed controls in 
order to function. 
Input controls are intended to insure that all proper transactions and other 
data are correctly entered into the system for processing and that no 
improper transactions are entered. These objectives are accomplished in many 
different ways. 
Typically, in an off-line or batch system the input transactions or data are 
grouped or batched and control totals are established over the data. To insure 
their correctness, these totals may be compared with other data, such as the 
amount of cash received or on hand. The computer is programmed to 
accumulate and print the total amount of all transactions processed, and 
someone, either within or outside the EDP department, will compare that 
total with the control total. Agreement indicates that all data were processed; 
if the totals do not agree, some data were probably lost. (They may have been 
determined to be invalidly coded or otherwise improper by programmed 
controls.) The system should provide for the identification, usually through a 
listing, of all transactions submitted that were not processed. These, of 
course, would enter into the reconciliation of processed transactions with 
input transactions and determination of the transactions that must be 
resubmitted for processing. Procedures should be designed to account for all 
rejected transactions and insure that all are corrected and resubmitted. 
In addition to controls over completeness, the well-designed system 
provides controls to insure that transactions are entered correctly. Some 
methods used for this purpose are verifying the keypunched data, use of 
check digits and programmed limit checks. 
The system should also provide controls to insure that all transactions 
actually processed were authorized. This is accomplished to some extent in 
the overall control totals discussed above, but the output listing of 
transactions should be scanned for reasonableness and the details compared 
with the source documents, at least on a spot-check basis. Source documents 
should, of course, be approved in the same way as in a manual system. 
In an on-line system there are many additional techniques available to 
control data. One of these involves programming the computer (1) to 
recognize the identity of the person entering data, the location of the 
terminal and the transaction code and (2) to validate the combination of 
enterer-terminal-transaction. In addition, the computer could test the amount 
of the transaction to insure that it is within authorized limits. 
Another very important control consideration in an EDP system, as well as 
in a manual system, is that it provide an audit trail. This simply means that 
the system should provide the ability both to trace any transaction or source 
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document forward to a final record and to trace any final total back to 
component transactions or source documents. Obviously, if the auditor or 
anyone else is going to be able to test the operation of a system, some trail is 
required. This may be provided by detailed printouts of transactions, as is 
most common, or by computerized transaction records that are not printed 
out but retained until tested. 
• Auditor's Evaluation. Finally, we come to the question of evaluation of 
controls by the auditor. The first and most important requirement in this area 
is that the auditor understand the system, how it is supposed to work and 
how the controls are supposed to be effected. In a well-documented system 
he can rely to a large extent on the documentation maintained by the 
company. As a minimum it should include a narrative describing the 
operations of the system, flow charts and sample documents showing control 
measures, and procedures describing the operation of the controls. From this 
documentation the auditor should be able to determine whether the controls 
are adequate as designed. He then must test for compliance as he would in a 
manual system and make his judgment as to the reliance he can place on the 
controls. He is then in a position to design the audit procedures he needs to 
satisfy himself as to the accuracy of the accounting records. • 
